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Social Engineering Attack Experiment and Recommendations
Social engineering is the physiological manipulation to trick users of technological tools into making security mistakes that would compromise the data that they have (Alzahrani, & Alomar, 2016). This form of attack has been on the rise in recent years due to the advancement in technology that have been made. The people conducting the manipulation appear legitimate and therefore make it easy for their targets to be manipulated. The users feel that there is no threat to their security systems by engaging in the attackers and are eventually tricked into giving out the long in details of their systems. This is a dangerous form of attack as it gives the attackers the full control of the system and thus, they can carry out functions that they would otherwise not been able to. This leads to loss of information and also funds in the case where the attackers are able to get the details for personal accounts of the people they have tricked. There are several social engineering attacks which include phishing, whaling attack, tailgating and pretexting
Experiment on a Saudi Arabian Company
According to research that have been carried out in Saudi Arabia, the country has experienced an increase in internet use by the members of the society (Alzahrani, & Alomar, 2016). This has seen them utilize several technological systems for their work. The increase in the use of computer services has, in turn, increased the exposure that they face in regards to cyber-attack. This is something that I intend to exploit by conducting an experiment that will be critical in performing a social engineering attack on one of the Saudi Arabian companies. This will be done through the phishing technique
Phishing Email
Phishing is a type of social engineering attack that is used to steal data and login credentials of users (Parulekar, 2019). It is the most common type of social engineering attack in the world and has contributed to massive loses by people who have been affected by the vice. The use of email is critical in ensuring that the attacker can access the account of the user. The trick here is to dupe the victim into opening an email sent to him. This gives the attacker access to the user data, and thus, he is able to manipulate and use the account to his advantage.
From: corporate purchase< corporate purchase@au.conssumer products
Subject: Delivery of packages
Dear employees,
This is to inform you that your holiday packages have been sent and therefore you should liaise with your office.
Best regards,
Corporate purchase
The employees will be able to open the email because they are expecting holiday packages that are normally offered by the organization every year. Through this, I will be able to access their user data and thus able to take control of their accounts.
Methods to Exploit the Employees
Several methods can be used to exploit the employees and thus gain control of their user accounts and password. These methods are not known to the employees as most of them focus only on opening and closing their mails and also clicking on areas that look interesting.
Use of embedded link
This is a method of phishing that is used in duping the employee to click to an unsecure site. Through this method, a link will be embedded in an email that will direct the employee to an unsecured site that requests for information (Shaw, Opalkar, Mathur & Manjula, 2016). The employee will key in his credentials thinking it is part of the email that he was trying to access. This action will, therefore, enable me to gain control of the particular details of the employee and thus be able to carry out some of the illegal activities that I would wish.
Use of Trojan
Another way in which I could manipulate the employees in giving their data credentials is by the use of Trojan (Shaw, Opalkar, Mathur & Manjula, 2016).  This is a form of virus that affects the computer system and leads to loss of information. Through the use of Trojan, I would be able to install the Trojan via a malicious email attachment or advertisement that the employees would be able to click on it. The clicking of the email or advertisement would create a loophole through which I would be able to access sensitive information of the employees. This will enable me to access data credentials that will provide unlimited access to the email and the computer system of the employees.
Spoofing
This is also another method in which I could be able to gain access to the emails of the employees. Through this, I would be able to spoof my address to appear as if it is from a reputable source and thus request sensitive information (Shaw, Opalkar, Mathur & Manjula, 2016). The employee will be able to fill in their sensitive information thinking that it is one of the legal websites that require one to log in and gain access to some services. Through this, I will be able to gain access to the user's account.
Recommendations
The issue of email phishing is one that can result in the loss of credible information of the organization. Therefore, it is important that they come up with various ways in which they can prevent the issue of phishing and thus avoid suffering huge losses as a result of the loss of information or access by unauthorized persons.
Training
One of the ways in which they can prevent this vice from happening is to educate the employees on the issue of cyber threats (Shanmuganeethi, 2019). This can be done by conducting training sessions where the phishing scenarios are depicted. This is something that will help the employees to immediately detect any form of phishing that may be about to happen.
Spam filter
Another way in which the organization can prevent phishing is through the deployment of a spam filter that can detect viruses and blank senders (Parulekar, 2019). This is important as the filter detects and prevents the viruses immediately, they are spotted and thus prevent it from reaching the employees. This will reduce the chances of them clicking on advertisements or emails they are not fully aware of and therefore compromise the security of their information.
Encrypt sensitive information
Encrypting of all sensitive information of the company is also another way in which the company and the employees can protect themselves against the issue of phishing (Parulekar, 2019). Sensitive information is crucial to the organization as it mainly contains policies and investment issues that they would not like any unauthorized person to see. This, however, may not be possible if phishing occurs. Therefore, they need to ensure that they have encrypted all the information that they consider sensitive and which the organization depends on its operations. This will ensure that the attackers are not able to access any of their information.
Web filter
The company can also develop a web filter that will be useful in blocking all the malicious websites that may be there and thus prevent the issue of phishing. The web filter detects and blocks the websites that may be used by the attackers to gain access to the accounts (Shanmuganeethi, 2019). This will prevent them from reaching the employees through their computer, and thus, they would not be able to access the sites. This will prevent the attackers from stealing details of the employees and thus putting the information of the company in danger.
Conclusion
[bookmark: _GoBack]Social engineering leads to loss of critical information for organizations, and thus, it is important that companies come up with preventive measures. They should ensure that the employees engage in practices that do not leave them exposed to the attacks. The company should also secure their system to prevent the attackers from quickly penetrating into the system and thus take control of the information of the company.
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